PHARMA
SOLUTIONS

ObecneyeHue LENOCTHOCTU OAaHHbLIX
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gng]MéA\NS COBpeMEHHbIe BbIi30OBbl U pPpeLlUeHUsx

> 3a geBAaATb net obbeM UMMPOBLIX OaHHbIX B MUpPE BbIpacTeT
OECATUKPATHO,
» O0ObeM gaHHbIX pacTeT, HO X HEJOCTaTOYHO:
= “cucrtema npoluna Banugaumio, HO LeNOCTHOCTb [JaHHbIX He
obecrneyeHa’
" KPUTUYECKME MapamMeTpbl TEXHONMOrNMYecKoro npoilecca He
donkcupyroTcs
" KpUTUYECKne onepauum He OOKYMEHTUPYIOTCH, Hanpumep,
NHTEPBEHLNN, 3aMeHa Yallek [eTpu
» Cucrtema nocTpoeHa, Ho Bo3BpaTa MHBECTULIUN HET
BosBpaT MHBECTULIMA BO3MOXEH 3a CYET:
" BblXO4a Ha BbICOKOMapXXUHarmnbHble, perynmpyemMbie pbiHKA
" MOBbILUIEHNE KA4YeCcTBa, LEHHOCTM A1 NaUMeHTa
" CHWXEHMEe uUsgepxek Ha bpak
" CHWXeHue 3aTtpat Ha QC

PeweHne obecnevyeHme uenoCTHOCTU AaHHbIX

Denys Ostrovnoy, 04 June 2018, Vilnius 2



ggﬁS]MéA\NS HOpMaTVIBHbIe AOKYMEHTDbI

» MHRA ‘GXP’ Data Integrity Guidance and Definitions,
March 2018

» WHO Guidance on Good Data and Record
Management Practices. Technical Report Series, No.
996, 2016, Annex 5

» EMA Questions and answers: Good manufacturing
practice Data integrity (August 2016)

» FDA Data Integrity and Compliance With CGMP
Guidance for Industry, DRAFT, April 2016

» PIC/S Good practices for data management and
Integrity in regulated GMP/GDP environments (Draft),
August 2016
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ggﬁS]MéA\NS HOpMaTVIBHbIe AOKYMEHTDbI

» The Rules Governing Medicinal Products in the
European Union Volume 4 Good Manufacturing
Practice Medicinal Products for Human and Veterinary
Use Annex 11: Computerized Systems

» 21 CFR PART 11 ELECTRONIC RECORDS;
ELECTRONIC SIGNATURES

» General Principles of Software Validation; Final
Guidance for Industry and FDA Staff

» PIC/S recommendation Pl 011 "Good Practices for
Computerized Systems in Regulated 'GxP"
Environments"

» GAMP 5
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http://ec.europa.eu/health/files/eudralex/vol-4/annex11_01-2011_en.pdf
http://www.accessdata.fda.gov/scripts/cdrh/cfdocs/cfcfr/CFRSearch.cfm?cfrpart=11&showfr=1
http://www.fda.gov/downloads/RegulatoryInformation/Guidances/ucm126955.pdf
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Bknapa BbICLLEro pykoBoacTBa
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Organisational culture

KynbTypa opraHmsauum

» The organisation needs
to take responsibility for
the systems used and
the data generated.

» The organisational
culture should ensure
data is complete,
consistent and accurate
In all its forms, 1.e.
paper and electronic.

» OpraHmnsauusa gornxHa

B3ATb Ha cebs
OTBETCTBEHHOCTb 3a
CUCTEMbI U 3a OaHHbIE,
KOTOPbIE OHU
reHepUpYIoT.

» OpraHnsaunoHHas

KynbTypa OOJKHa
obecneymBaTb, YTOObLI
OaHHbIe B OyMaXXHOW U
9NEeKTPOHHOU dhopme
ObISIM NONHBLIMU U
TOYHbIMW.

Denys Ostrovnoy, 04 June 2018, Vilnius



PHARMA
SOLUTIONS

Management governance

Senior management

should:

- establish a robust and
sustainable good data
management system

- establish a data
management
governance programs

BbiclLlee pykoBOACTBO

OOJTXKHO:

» CO34aTb HAaOEXHYIO U
YCTOU4YNBYIO CUCTEMY
ynpaBsneHna gaHHbIMU

» co3faTb nporpammy
ynpasneHna gaHHbIMU
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PHARMA Management governance should
SOLUTIONS include:
» allocation of adequate > BblgerneHne Heobxoanmbix
human and technical INMIOOCKUX N TEXHUYECKUX
resources such that the pPecypcoB, 4OCTaTO4HbIX,
workload, work hours and 4yTOObI pabo4asi Harpyska,
pressures on those paboyee BpeMsi U OaBneHne
responsible for data Ha Nuy, OTBETCTBEHHbIX 3a
generation and record co3aHue AaHHbIX, HE
keeping do not increase NpMBOAMIIO K YBENUYEHUIO
errors OLLINOOK
» ensure staff are aware of  » o3HakomneHue COTpPyaHUKOB
the importance of their role C BaXXHOCTbIO UX POSn B
IN ensuring data integrity obecneyeHnn LeNoCTHOCTH
and the relationship of OAHHbLIX N B3aUMOCBSA3b C
these activities to assuring obecneyeHnem KayecTBa
product quality npoayKumu
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Management governance should

Include:

» application of modern QRM

principles

» good data management
principles that assure the
validity, completeness and
reliability of data;

» application of appropriate
guality metrics

» assurance that personnel
are not subject to
commercial, political,
financial and other
organizational pressures or
Incentives that may
adversely affect the quality
and integrity of their work;

NpUMeHeHNne CoOBPEMEHHbIX
npuHumnos QRM
Hagnexawime NnpuHUMNGI
ynpasneHna gaHHbIMU,
KOTOpble rapaHTUpyT
OOCTOBEPHOCTb U MOMHOTY
OAHHbIX;

npuMeHeHne
COOTBETCTBYHOLLNX
nokasaTenen KkayecTea
OTCYTCTBUE KOH(PNUKTA
NHTEPECOB (KOMMEPYECKUX,
NONUTUYECKUX, PUHAHCOBLIX
NN opraHNU3aunoHHOro
OaBrieHns);
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Data integrity risk assessment (DIRA)
and maintain appropriate levels of control

OLeHKa pucKa LLenmoCTHOCTU AaHHbIX U
nogaep>xaHne COOTBETCTBYIOLLIENO YPOBHS
KOHTPONS
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PHARMA Data integrity risk assessment (DIRA)

SOLUTIONS

OueHKa pucKa LenoCTHOCTU AaHHbIX

The data integrity risk
assessment should
consider:

» computerised system
» people

» training

» SOPs

» quality system

OueHKa puckos

LLeTOCTHOCTM OaHHbIX

OOJIKHA Yy4YnTbIBaTD:

» KOMNbIOTEPU3NPOBAHHbIE
CUCTEMDbI

» nepcoHan

» 0by4yeHue

» SOPs

» CUCTeMa KadecTBa
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PHARMA Data integrity risk assessment
SOLWUTIONS  OuyeHka pucka LLeNiloCTHOCTU JaHHbIX

METOAbI [MPaBWJiqd

Bxon JulZelllZee] BLIXOA

M3IMEPEHKNE

obopyaoBaHue nepcoHa’s

aHaln3
nyquweHue

obpaTHas cBA3b
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Data
&
meta data
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13



PHARMA Data
SOLUTIONS [aHHbIe
Data means: [1aHHbIE:
» all original records » BCe OpuUrnHarnbHble
» true copies of original 3anmcu
records » 3aBepeHHblEe KoMK
» source data and metadata NCXOOHbIX 3anucen
» all subsequent » WCXOOHble OaHHbIe U
transformations MeTagaHHble
» reports of these data » BCe nocreaywoume
npeobpa3oBaHUA AaHHbIX
Generated or recorded at the » oT4yeTbl 00 3TUX OAAHHbIX

time of the GXP activity and
allow full and complete
reconstruction and
evaluation of the GXP
activity.

CreHepupoBaHHble Unun
3anucaHHbIE BO BPEMS
nesatenbHocTn GXP.

Denys Ostrovnoy,

04 June 2018, Vilnius
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PHARMA
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Data
[NaHHbIe

Data may be contained In:
» paper records

>

>

= worksheets

* logbooks
electronic records, audit
trails
hybrid system where both
paper-based and
electronic records

Buabl AaHHbIX:
» OyMaXHble JOKYMEHTbI

>

>

= pabouune 3anucu

= XXypHanbl
3N1eKTPOHHbIe 3arnuncu,
KOHTPOJSbHbIE XXYPHarbl
rmopunaHasa cuctema, B
KOTOPOW DYMaXHbIe U
S9NEKTPOHHbIE 3anucu

constitute the original
record

» other (photography, >
chromatography plates,
microfilm, audio- or video-
files)

COCTaBNAT OpUrnHanbHyto
3anucb

[Mpouune (dpoTorpadouu,
MUKpOdOUNbLM, ayano/snaeo
doannbl, XxpomaTtorpadunyeckme
NSacTUHBbI)
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Metadata
MeTagaHHbIe

Metadata provide the
contextual information
required to understand those
data.

Metadata:

YVVVVY

YVVVVY

structural
Interrelationships
access rights

unit (mg, ml)

time/date stamp of an
activity

operator identification (ID)
instrument 1D
processing parameters
sequence files

audit trails

MeTagaHHble - 3TO JaHHble,
Heobxoanmble OnA NOHUMAaHUSA
3TUX OaHHbIX.

MeTagaHHble ONMUCLIBAIOT:
CTPYKTYPY

B3aMMOCBA3U

npasa gocTyna

eanHUUbl namepeHns (mr, mi)
BpeMmsi / aaTy BbINOSTHEHUS
onepaunu

ID onepatopa

ID obopynoBaHus
napameTpbl npouecca
doaunnbl nocrenoBaTenbHOCTH
KOHTPOIbHbIE XypHanbl

YV VVY

YVVYVVY
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Metadata
MeTagaHHbIe

Metadata necessary to
evaluate the meaning of
data should be securely
linked to the data and
subject to adequate
review.

MeTagaHHble,
HeobOxoOMMble ONA OUEHKN
3HaYeHUA AaHHbIX, OOJKHbI
ObITb HAOEXHO CBA3aHbI C
OAaHHbIMW U noanexatT

ayauTy.
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PHARMA Data life cycle
SOLUTIONS YKU3HEHHbIN UMK OaHHbIX

All phases of the process Bce aTanbl XXN3HU

by which data are: OAHHbIX:
» Created » CcO3[aHue
» recorded » peruncrpauus
» processed » 0bpaboTka
» reviewed » npoBepkKa
» analysed » aHanus
» reported » nepepgada
» transferred » XpaHeHue
» stored » N3BJIEYEHME N KOHTPOSIb
» retrieved and monitored 00 yoaneHud
until retirement and
disposal
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Data integrity
LlenoCTHOCTb AaHHbIX
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Data integrity
LlenocTHOCTb AAaHHbIX

Data integrity is the
degree to which data are
complete, consistent,
accurate, trustworthy and
reliable and that these
characteristics of the data
are maintained throughout
the data life cycle.

LlenocTHOCTb AaHHbIX —
CTEMNEHb MNOJTHOTHI,
HaOEXHOCTMN,
COrnacoBaHHOCTU U
TOYHOCTM BCEX AaHHbIX Ha
NPOTSXXEHUN BCETO
XM3HEHHOIO LIMKNa
OAHHbIX.

Denys Ostrovnoy,

04 June 2018, Vilnius
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Data integrity
LlenocTHOCTb AAaHHbIX

The data should be
collected and maintained
INn a secure manner, such
that they are

> Attributable

» Legible

» Contemporaneous

» Original

» Accurate

[1aHHblE OOSMKHbI
cobupaTbca U
obcnyxuBaTbcHa 0e30nacHbIM
obpa3om, YTOObI OHU DObINU:
» VgeHTndpurunposaHsbl

» YeTKne, Hen3ameH4mBbIE

» CBOeBpeMEHHbIe

» OpurnHanbHble

» TO4Hble
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PHARMA Attributable
SOLUTIONS UpeHTUdMLMpPOBaHbDI
Attributable means ioeHTudnumnpoBaH.l

Information is captured in
the record so that it is
uniquely identified as
executed by the originator
of the data (e.g. a person
or a computer system).

O3Ha4aerT, YTo eCcTb
BO3MOXXHOCTb OnpeaenunTb
NCTOYHUK MHGpOpMaLnm
(Hanpumep, YenoBeK Unu
KOMMbIOTEPHAA CUCTEMA).
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PHARMA Legible, traceable and permanent
SOLUTIONS YeTKue, Hen3MeH4YUBbIe
Data are: [1aHHble
> readable > ynTtabernbHbl
» understandable > MOHATHbI

» allow a clear picture of
the sequencing of steps
or events

Activities conducted can

be fully reconstructed by

» MO3BONAIT MONYYUTb
4yeTKoe npeacraBrieHne
O nocregoBaTefibHOCTU
LLiaros

[lomkHa BbITb

the people reviewing BO3MOXHOCTb

these records at any point  pekOHCTpyupoBaTb

during the records nocnenoBaTefibHOCTb
retention period. COObITUN.
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PHARMA Contemporaneous
SOLUTIONS CBoeBpeMeHHble

» Contemporaneous data > CBOeBpeMEHHbIE

are data recorded at the NaHHblE - 3TO AaHHble,

time they are generated 3anncaHHble B MOMEHT

or observed. NX CO30aHNA UNu
HabnaeHus.
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Original
OpuruHarnbHble

The GXP requirements for

original data include the

following:

» should be reviewed

» original data and/or true
and verified copies

» original records should
be complete and readily
retrievable

» readable throughout the
records retention period

IlcxogHble faHHble

OOIMKHbI:

» ObITb NpoOaHanmM3npoBaHbI

» copgepxaTb UCXOOHble
ANaHHble U [ nu
NPOBEPEHHbIE KOMUA

» ObITb MOMHbLIMU U NErko
n3BriekaemMbiMu

» yntabenbHbiMU B
TeYeHne nepuoaa
XpaHeHns 3annceun

Denys Ostrovnoy,
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PHARMA

SOLUTIONS Control strategy
A planned set of controls, = 3annaHupoBaHHbIN HAbOP
derived from current KOHTPOSA, KOTOPLIN:
protocol, test article or »> DasnpyeTcs Ha
product and process NOHMMaHNM NPoAayKTa n
understanding, which npouecca,
assures protocol » obecneynBaet
compliance, process COOTBETCTBUE OaHHbIX,
performance, product » obecne4vuBaeTt
guality and data reliability, NpOnU3BOANTENBHOCTb
as applicable npotlecca

» obecneumBaeTt
KayeCcTBO NMpoAyKLmK

» obecne4yunBaeTt
HaOeXXHOCTb AaHHbIX
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PHARMA CpaBHeHuMe pa3BUTUA TpeboBaHUM K
SOLUTIONS  texHomornueckomy npoueccy v Komn. cucteMam

Quality by design Data integrity by design

Process Process Computerized
|| ' systems
Process Continuous process Computerized
validation verification systems validation

Ongoing Process Verification Audit trails &

during Lifecycle
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Cnacunbo 3a BHUMaHume

[To gononHUTeNbHBLIM BOMpocam npoLly obpallaTbcsa No agpecy
Email: denys.ostrovnoy@gmail.com
Skype: Denys.Ostrovnoy
Mob. Tel: +38 050 4443955
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